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1
Decision/action requested

This contribution discusses an issue that has been raised verbally in the last couple of meetings on the derivation of keys that are used in the AUSF. 
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 TS 33.501 v0.6.0
3
Rationale

With both the normative authentication methods that are currently included in the TS, the derivation of the keys that are sent to the AUSF involves the serving network identity that the authentication will be run with. It has been commented in the meeting that this seems strange when the keying material is being used by the AUSF and not in the serving network. 

The first and most important observation on this is that there is not security threat form this. All that is required here is that the keys are bound to use in 5G and this achieved by the 5G part of the serving network name (see clause 6.1.1.4 of TS 33.501 [1]). Including additional information does not take this property away. The important issue 
Hence the issue is one of perception only. It would seem possible to remove the binding without affecting the security, but this would have the effect of meaning that the authentication itself is not bound to the serving network that it is running over while the keys resulting from the authentication would still be bound to the serving network that they are sent to. 
We see no particular benefit (maybe there is a possible simplification of the AUSF to ARPF interface) to remove the binding the keys sent to the AUSF to the serving network identity. If SA3 feels this is worthwhile, then Qualcomm will take an action to draft a pCR in this for discussion at the next meeting.
4
Detailed proposal

It is proposed that SA3 discuss the above and conclude on whether there is sufficient benefit seen for further exploring the removal serving network identity for the derivation of the keys sent to the AUSF.
